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Version 1.0 - June 2026

Abstr act

Stanmpcoin is a conpl ete, account-based bl ockchain inplenented as a single self-contained
HTML file with no external assets, snmall enough to be stanped directly onto Bitcoin. It
uses the browser’s built-in Web Crypto APl for real ECDSA (P-256) key pairs, digital
signatures, and SHA-256 proof-of-work—o third-party libraries are | oaded. The system

i mpl enents signed transactions, a replay-derived | edger, native-coin transfers,
user-issued tokens, an autonated narket nmaker with withdrawable Iiquidity, non-fungible
assets with on-chain generative art, and a nmulti-node network that gossips bl ocks and
resol ves forks by | ongest-valid-chain reorganisation. Protocol rules are enforced at four
i ndependent | ayers—structural block verification, state-transition validation at bl ock
accept ance, nenpool adm ssion, and | edger derivati on—eking invalid blocks unable to be
stored or to becone canonical. This paper docunents the architecture, the consensus and
val i dati on nodel, the enbedded economic sinulation, an explicit account of which
conponents are real versus simulated, the depl oynent nodel as a Bitcoin Stanp, and the
test results that back the design.

Property Val ue

Native coin STC (integer units), block reward 50 STC, fixed fee 1 STC

Crypt ogr aphy ECDSA P-256 signatures, SHA-256 hashing —via Wb Crypto API

Ledger nodel Account - based; state derived by replaying the chain

Consensus Proof - of -work; | ongest valid chain (sinulated nulti-node)

Artifact One HTM. file, no external assets, ~61.8 KB minified

Verification Engine + U + stress + adversarial + precision suites, all passing on

the mnified artifact
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1. | ntroducti on and Mbti vati on

Bitcoin Stanps store arbitrary data inside transacti on outputs, where it becones part
of the UTXO set and is therefore effectively unprunabl e—ence stanped, the data persists
for as long as Bitcoin does. This durability makes Stanps an attractive substrate for
sel f-contained prograns: a single HTM. file, with all of its logic, styling, and assets
inlined, can be stanped and then run by anyone who retrieves it. The constraint is
severe but clarifying: there can be no external scripts, stylesheets, fonts, or inmges,
and the whole artifact nust fit within a strict byte budget.

St anpcoi n asks how faithfully a bl ockchain can be reproduced inside that envel ope. The
goal was not a toy with nocked cryptography, but a system whose security-rel evant
nechani cs—key generation, signing, hashing, proof-of-work, |edger derivation, and
consensus rul es—are genuinely inplenented, while being honest about the one property a
sandboxed web page cannot provide: a |ive, decentralised peer-to-peer network. The
result is a single-player sandbox that nodels the full nechanics of a chain and an
on-chai n econony, suitable as an educational artifact and a denopnstration of what fits
in a Stanmp

1.1 Design goals and constraints

e Single file, zero external assets. No CDNs, libraries, web fonts, or inmages
everything is inline so the stanped bytes are conplete.

e Real cryptography. Use the platformis audited prinitives rather than reinplenenting
or faking them

e Verifiable rules. The | edger nust be reconstructabl e and checkabl e by replaying the
chain, with rules enforced by the engine rather than the interface.

e Wthin the Stanp budget. Stay under the practical single-transaction limt (~65 KB)
after mnification.

e |Intellectual honesty. Clearly separate what is cryptographically real fromwhat is
si mul at ed.

2. Cryptographi c Foundati ons

Al'l cryptography uses the Wb Crypto APl (crypto.subtle), a standard conponent of the
browser runtine. Because it is part of the platform using it adds nothing to the file
and requires no inport—t is as built-in as JSON or Math. It is available in secure
contexts (HTTPS, |ocal host, and local files), which is how stanped pages are served by
Stanmp explorers

2.1 Wallets and addresses

Each account is a genuine ECDSA key pair on the N ST P-256 curve, generated locally. An
address is derived deterninistically fromthe public key as the string S foll owed by
the first 38 hexadeci mal characters of the SHA-256 hash of the raw public key. Private
keys never |eave the page and are revealed in the interface only on explicit request.

2.2 Transaction signing

A transaction is signed over a canonical JSON serialisation of its core fields (type,
sender, recipient, amunt, nonce, fee, timestanp, type-specific data, and the sender’s
public key)—everything except the signature itself. The transaction identifier is the
SHA- 256 of that sane canonical form which binds the identifier to the content.
Verification reconputes the hash, checks the signature against the enbedded public key,
and confirns that the address derived fromthat key matches the declared sender. A

Stanpcoin - Witepaper v1.0 SIe Page 2



tanpered transaction fails verification; a transaction signed by the wong key is
rej ect ed.

3. Ledger Moddel and Transactions

St anpcoi n uses an account-based nodel in the style of Ethereumrather than a UTXO
nodel . The gl obal state—native bal ances, per-account nonces, token definitions and

bal ances, assets, and liquidity pools—s not stored directly; it is derived by

repl aying every block’s transactions from genesis. Anyone with the chain can reconpute
the exact state and verify it independently, which is the property that nakes the

| edger trustless in principle.

Each account carries a nonotonically increasing nonce that nmust nmatch the next expected
value for a transaction to apply, preventing replay and fixing ordering. Al nonetary
val ues are integers handled with a safe coercion that floors toward zero and preserves
full precision up to 23, avoi ding the silent 32-bit overflow that a naive bitw se
conversion woul d introduce for large token supplies

3.1 Transaction types

Type Ef fect on state

coi nbase M nts the bl ock reward plus the sum of block fees to the mner. One per
bl ock, first position

transfer Moves STC from sender to recipient; amount nust be positive

t oken_create Defines a new token (ticker, nanme, supply) and mints the full supply to
the creator

t oken_t ransfer Moves a positive token anount from sender to recipient

asset _create M nts a uni que non-fungi bl e asset owned by the creator

asset _transfer Transfers ownership of an asset; only the current owner nmay sign it

pool create Locks STC and token liquidity into a constant-product pool

swap Trades STC for a token or vice versa agai nst a pool

pool _wit hdraw Returns a pool’s full reserves (deposit plus accrued fees) to its provider

and closes it.

Table 1. The nine transaction types and their effects.

4. Bl ocks and Proof - of - Wr k

A bl ock references its predecessor by hash, formng a tanper-evident chain: altering
any historical block changes its hash and invalidates every block after it. Each bl ock
conmmits to its transaction set through a Merkle root conmputed over the transaction
identifiers, and the bl ock hash is the SHA-256 of its header fields (index, tinestanp,
previ ous hash, Merkle root, mner, difficulty, and nonce).

M ning is genuine proof-of-work. The miner increments the nonce and re-hashes until the
bl ock hash begins with a required nunber of |eading zero hexadeci mal digits—the
difficulty, adjustable from1l to 5. There is no shortcut; higher difficulty demands
proportionally nore hashing. The first transaction in every block is the coinbase,
whose anobunt nust equal exactly the block reward (50 STC) plus the sum of the fees of
the other transactions; any other value is rejected (Section 6), which prevents a m ner
frommnting coins out of nothing.
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5. Tokens, Assets, and the Automated Market Mker

Any account nay issue a token by specifying a ticker, name, and supply; the entire
supply is minted to the creator and can then be transferred freely. Non-fungible assets
are mnted with a seed that determnistically generates a full-col our identicon
rendered as inline SVG+the artwork is conputed from on-chain data, so no inmage files
are stored. Assets have a single owner and can be transferred.

Tradi ng uses a constant-product automated market maker. A liquidity provider creates a
pool by depositing STC and a token; the product of the two reserves defines the price
curve. A swap of input anpbunt x agai nst reserves (Rrv R%m) yields, after a 0.30% fee,

an out put of roor(R:out - X - 0.997 / (Rin + x - 0.997))—the sane nechani sm as Uni swap

v2. The fee accrues into the reserves, so the product k = an' Rmt never decreases
through trading. Liquidity is genuinely earning: the provider nay w thdraw at any tine
and receives the full current reserves—their original deposit plus every fee that

accunul at ed—after which the pool closes.

6. Validation and Security

Protocol rules are enforced at four independent |ayers, so that no single check is
sol ely responsi ble for correctness and an invalid block can neither be stored by a node
nor becone canoni cal

Layer What it enforces
Structural Bl ock links to parent, hash is correct and neets difficulty, Merkle
verification root matches, exactly one |eading coi nbase, no negative fees, each

transaction identifier commits to its content, and each signature
verifies (cached for performance).

Coi nbase check (two The coi nbase anpbunt nust equal reward plus total fees—ehecked both at

gat es) bl ock verification and again during state derivation. No inflation is
possi bl e.

Accept ance Before a node stores or relays a received block, it replays the parent

state-validation chain plus the block and rejects it if any transaction would be

invalid (overspend, bad nonce, etc.).

Menpool admi ssi on A transaction is replayed against the current state plus pending
transactions and rejected up front if it could not be m ned, keeping
t he nmenpool cl ean.

Ledger derivation Repl ayi ng the chai n enforces nonces, bal ances, positive anounts,
owner shi p, and pool rules; any violation makes the chain invalid.

Tabl e 2. The i ndependent validation |ayers

Concretely, the engine rejects negative or zero transfer and token anounts, negative
fees, double spends, replays via the nonce, asset transfers by non-owners, second pools
for an existing token, and any coi nbase that does not equal reward plus fees. Native
supply is conserved by construction: the only source of new STC is the bl ock reward

and fees nove fromsender to miner, so the sumof all balances plus all pooled STC

al ways equals 50 tines the chain height.

7. The Node Network and Consensus

A node is a miner and validator that holds its own view of the chain as a set of known
bl ocks and selects, as its head, the longest valid chain it can assenble—with a
deterministic tie-break on bl ock hash. Wien a node mines, it assenbles valid nenpoo
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transactions, constructs the coi nbase, solves the proof-of-wrk, and broadcasts the

bl ock. Peers independently verify and, if the block extends a | onger valid chain, adopt
it—eorgani sing away froma shorter branch when necessary. Wen two nodes nmine on the
same parent, the chain forks, and the network converges once one branch grows | onger
The interface visualises this with a |ive node graph and an event |og that surfaces
forks and reorgani sati ons as they happen

For perfornmance at scale (up to 100 nodes), signature verification is cached per
transaction across the network, and each node nmenpi ses its derived state by chain head.
Measured cost is roughly 14 ns per block at 50 nodes and 18 ns at 100 nodes, grow ng
gently with chain length; nmining is throttled by the block interval, so this is

i mperceptible in interactive use.

8. The Enbedded Econom c Si nul ati on

Because a single page cannot host a real network of strangers, Stanpcoin includes an

i n-page econony. Two kinds of entity are distinct: nodes are miners/validators (up to
100), and wal lets are econom c actors—the user plus up to 30 autononobus bots. The only
link between themis each node’'s payout address: the user’s node pays the user’'s active
account, while peer nodes pay bots in round-robin (or throwaway addresses when no bots
exist). This is how bots are funded—they earn STC by mi ni ng—ai t hout any artificial
faucet.

Each active bot is a full key pair that periodically perforns a weighted-random acti on
transfer STC, buy or sell against a pool, transfer a token, issue a token, seed a pool
mnt an asset, or gift an asset. Their transactions propagate to every node’'s nenpoo
and are mined |ike any other, so the econony—prices drifting along pool curves, tokens
and assets changi ng hands—evol ves on its own.

8.1 User deletion semantics

Del eting bots illustrates a deliberate boundary between the i mmutable chain and a
presentation overlay. Watever a deleted user nerely held that was created by a
surviving account is returned to that creator through real signed transactions, settled
in a block—so those hol dings renai n genui nely spendabl e. Whatever a del eted user
created is wiped fromthe canonical view through a reconciliation overlay, because an
append-only chain cannot retroactively un-issue what others may hol d. The underlying
chain is never rewitten; only the displayed state reconciles. This is explicitly a
simul ati on conveni ence, not a clai mabout real bl ockchains.

9. Wiat Is Real and What |s Si nul at ed

A central design conmtnent is honesty about the systenis boundaries.

Real (cryptographically genuine) Si mul ated (nodelled in one page)

ECDSA P-256 keys, signing and verification Decentral i sed peer-to-peer networking

SHA- 256 hashi ng and pr oof - of - wor k I ndependent nachines and real | atency

Merkl e comm tnents and bl ock |inking Adversarial hashpower / Sybil resistance

Repl ay-derived | edger and supply conservation Autononous user (bot) intent —it is scripted
Const ant - product AWM pri ci ng Economic scarcity and real val ue
Longest -val i d-chai n consensus | ogic User-del etion cleanup (a display overl ay)

Tabl e 3. The boundary between genui ne cryptography and sinul ation
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In one sentence: the cryptography, hashing, mining, |edger derivation, and the |ogic of
consensus are real and would w thstand scrutiny; what is sinulated is the
decentralisation—the trustless network of independent participants—together wth bot
behavi our and the deletion feature.

10. Persistence and Depl oynent

Because the page holds all state in nenory, refreshing resets it. The entire

wor | d—al | ets and their keys, bots, the del eted-user set, every node's chain, the
nmenpool , and settings—an be exported to a JSON file and re-inported |ater to resune
exactly where it left off. Keys are stored in JWK formso that signing continues to
work after a rel oad.

The deliverable is a single HTM. file of approximately 61.7 KB after minification,
which fits within the practical ~65 KB budget of a single Stanp transaction (the |arger
OLGA encoding). Once stanped, the artifact is fixed and sel f-contai ned—+there are no
updat es and nothing further to fetch. The only requirenment to run it is a secure
context, which Stanp explorers satisfy by serving over HTTPS

11. Verification and Results

Correctness is established | ess by counting assertions than by the scale and variety of
behavi our exercised while invariants are continuously re-checked. The engine is tested
by a suite independent of the interface; the interface is driven in a headl ess DOM a
stress harness runs |arge randoni sed nmulti-node sinulations; and an adversarial harness
fuzzes mal formed inputs. A single representative run mnes on the order of 150 bl ocks
and applies several hundred transactions spanning all nine types, and the stress suite
repeats several such scenarios across nultiple random seeds per invocation-so the
cunul ati ve exercised volume runs to thousands of transactions. Throughout, the sanme
invariants are asserted: native and per-token supply are conserved, chains re-validate
bl ock- by-bl ock, and the constant-product never decreases. Every suite passes,
repeatably, on the exact minified artifact intended for depl oynment.

Suite Cover age Resul t

Engi ne Signatures, tanper and key-m snmatch rejection, proof-of-work, pass
Merkl e determ ni sm supply conservation, doubl e-spend and nonce
rej ection, tokens, AW invariant and w t hdrawal , asset ownership
fork and reorg consensus, coi nbase and anpbunt guards

Interface End-to-end flows in a headl ess DOM mining, nulti-account sends, pass
token and pool and swap, asset mnting, chain validation
export/inmport round-trip, bot activity, deletion give-backs and
Wi pes.

Stress 50- and 100-node runs over nany bl ocks; del etion md-sinulation; pass
export/inmport after heavy activity; a 400-swap AMM fuzz
determ nism Verifies supply and token conservation, full chain
re-validation, and the constant-product invariant.

Adversari al Hundreds of nutations on signed transactions (corrupted signatures, pass
al tered anount s/ nonces/ fees, forged senders, wong keys, tanpered
data and type) and a dozen ki nds of nmalfornmed bl ock (bad Merkle
root, broken links, forged proof-of-work, inflated coi nbase
negative fees, duplicate coinbase) are all rejected. A structurally
val id but overspending block is refused at acceptance
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Suite Cover age Resul t

Preci si on The AMM i s probed at reserve scales from thousands up to billions. pass
Bal ances are conserved exactly at every scale and reserves stay
positive with no overfl ow.

Tabl e 4. Test suites and outcones.

11.1 Threats to validity

Several boundaries are worth stating plainly. First, all automated testing runs in a
headl ess DOM with Node's Web Crypto rather than a production browser; this is a
faithful proxy for the cryptography and logic, but a final manual pass in a rea

browser is still reconmended before deploynent. Second, the systemtrusts the
platformis Web Crypto inplenmentation for the correctness of ECDSA and SHA-256 rat her
than re-deriving them Third, the constant-product arithmetic is exact only while the
product of a pool’s reserves stays bel ow 253 (about 95 million tinmes 95 mllion); beyond
that the pricing uses doubl e-precision and | oses exactness, though token and STC

bal ances remai n conserved regardl ess, and realistic pools sit far below this bound
Finally, the inplenentation is validated by testing, not by formal proof.

12. Limtations

Because the artifact is inmmutable once stanped, the followi ng are pernmanent
characteristics of this systemrather than a roadnmap

* No real peer-to-peer. The nodes are in-page actors cooperating w thin one browser
tab, not independent machi nes exchangi ng bl ocks over a network. There is no rea
| at ency, hashpower conpetition, or Sybil resistance.

e Fixed difficulty and fee. Difficulty and the per-transaction fee are constants;
there is no difficulty retargeting and no congestion-based fee market, so fees are a
flat charge rather than an econom c signal

e Validation cost grows with history. Block acceptance re-derives the parent chain, so
per-bl ock validation cost increases gently with chain | ength rather than being
constant-time.

e Single-provider pools. Each liquidity pool has one provider and no fractiona
l'iquidity-provider shares, so liquidity cannot be pooled across nultiple
partici pants.

e |In-menory state. All state lives in the page and is lost on refresh unless exported
persistence is manual via the export/inport file.

13. Concl usi on

St anpcoi n denpnstrates that a faithful blockchai n—+eal keys, real signatures, rea
proof - of -work, a verifiable replay-derived | edger, an on-chain token and NFT econony,
an automat ed market naker, and a fork-resolving nulti-node consensus nodel —fits within
a single self-contained HTM. file small enough to stanp on Bitcoin. By enforcing rules
at four independent |ayers and being explicit about the boundary between genui ne

crypt ography and in-page sinulation, it serves as both a worki ng sandbox and an honest
reference for how a chain operates nechanically. Wiat it deliberately does not claimto
be is a live decentralised network—and nanming that boundary clearly is part of the
contribution
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Stanpcoin is an educational sinulation. Generated keys are not secure for real value. “STC' is a
sinmulated unit with no nonetary worth.
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