STAMPED ON Bl TCOI N : UNPRUNABLE . SERVERLESS

St anpchat

A serverl ess, epheneral, end-to-end encrypted
nessagi ng application stanped permanently on
Bi t coi n.

A permanent tool for inpermanent talk: the
application can never be del eted, and the
conversati on can never be recovered.




ABSTRACT

Stanpchat is a peer-to-peer nessaging application distributed as a single, self-contained HTM. file
stanped permanently onto the Bitcoin bl ockchain as an unprunable Bitcoin Stanp. It establishes
direct, end-to-end encrypted connections between two participants using WebRTC, with no signaling
server, no application backend, no user accounts, and no nmessage storage of any kind. Connection
setup is perforned through the manual exchange of a short connection descriptor, renoving the |ast
conventional server dependency. The system enbodi es a deliberate inversion: the tool itself is

maxi mal |y permanent —inmutabl e and i npossible to delete —while every conversation it carries is
maxi mal |y transient, existing only in the volatile nmenory of two browsers and vani shing w thout trace
when the session ends. This paper describes the notivation, architecture, ephenerality nodel, and
security properties of the system and is explicit about the boundaries of what an
infrastructure-free application can and cannot guarantee.

1 Introducti on

Cont enporary “private” nmessaging rests on a paradox: privacy is adm nistered by the party best
positioned to violate it.

Messages travel through, and usually rest on, servers operated by a provider. Identity is an account
the provider issues and can revoke. History accunul ates in databases that can be breached,
subpoenaed, sold, or mined. Even rigorously end-to-end encrypted systens retain nmetadata and depend
on infrastructure that nust be trusted to remain avail abl e and honest. |In practice, the user’s
privacy is a prom se —contingent on a conpany’s policies, solvency, and goodw || .

St anpchat expl ores the opposite premi se: that the strongest privacy guarantee is not a

better-adm ni stered server but the absence of one. If there is no server, there are no server logs. If
there are no accounts, there is no identity to conpronmise. If there is no database, there is no
history to |l eak. Properties that other systens nust promi se to enforce, Stanpchat obtains
structurally —by having nothing to enforce themover. The result is closer to a private conversation
in aroomthan to a nessaging service: two people arrive, speak, and | eave, and the roomretains
not hi ng because it was never built to.

This design is nade possible, and given its distinctive character, by the nedium of distribution: the
application is not hosted but stanped —witten permanently into the Bitcoin bl ockchain as an
unprunabl e artifact that no party owns, hosts, or can take down.

2 Background: Bitcoin Stanps and Unprunability

A BITCON STAWP is a method of enbedding arbitrary data —here, the conplete application —directly
into the Bitcoin blockchain. The bytes of the file are not referenced by a transaction; they are the
transaction’s payload, replicated across every participating node in the network.

The defining property is UNPRUNABI LI TY. Some on-chain data is stored in regions of the blockchain
that a node is permtted to discard after validation to reclai mspace. Stanp data is enbedded such
that every full node nust retain it indefinitely as a condition of continued operation. The data
therefore cannot be sel ectively pruned, garbage-collected, or quietly forgotten. It persists for as
long as the chain itself.

For an application, this confers a set of properties no conventionally hosted software can natch:

® No host. There is no web server, no donmin, and no storage bucket. There is nothing to expire,
nothing to bill, and nothing whose failure renpbves the application from existence.

Censorship resistance. There is no operator to conpel and no single location to block. Renobving the
application would require altering the Bitcoin bl ockchain.

Immutability. The artifact cannot be edited in place. What was stanped is what runs, byte for byte,
indefinitely. Imutability is also the central constraint. A stanped application can never be
patched; a corrected version is an entirely new stanp. Every line nust be correct at the nonent of
stanpi ng, and —critically —the application nust depend on nothing that can change or di sappear
after it. This constraint, nore than any aesthetic choice, dictates the architecture that foll ows.

3 Design Phil osophy

3.1 Permanence of the tool, inpermanence of the conversation

Stanpchat is organi sed around a single inversion. The application is the nost permanent software
artifact available: unprunable, i mutable, and ownerless. The conversations are the nobst transient




comuni cati on possible: they exist only in the volatile menory of the two participating browsers, are
never witten to any disk, and cease to exist the nonent a tab is closed or refreshed. The instrunent
is eternal; what it produces is witten on water

3.2 The imutability constraint forces self-containnent

Because a stanped artifact can never be amended, it nust not depend on anything that can rot. A
conventional web application is an illusion of self-containnment: a single visible page typically

|l oads fonts, libraries, frameworks, and images from numerous external servers, any of which nay one
day di sappear and break it. An unprunable application that |oads even one external asset is nerely a
permanent shell around a perishable core

St anpchat therefore | oads nothing. It contains no external scripts, no web fonts, no renote i mages or
i cons, no frameworks, and no anal ytics. Opened on a nmachine with no network connection, it |oads and
runs in full. Its self-containment is not a feature added for convenience; it is a precondition of
bei ng pernmanent at all

4 System Architecture

4.1 Single-file design

The entire application —structure, presentation, and |logic —resides in one HTM. docunent of roughly
thirty kilobytes. Al behaviour is inplenmented in vanilla JavaScript against native browser APIs; al
styling is inline. There is no build artifact, no nodul e graph, and no runtine dependency. This is
both the unit of the stanp and the unit of execution

4.2 Peer-to-peer transport

Comuni cation uses VEBRTC, a native browser capability for establishing direct connections between
two browsers. Once established, the connection is genuinely point-to-point: application data flows
straight fromone participant’s machine to the other’s, with no intermediary in the data path.
Stanpchat carries all nmessaging over a single reliable, ordered RTCDataChannel

4.3 Manual signaling: the serverless bootstrap

WebRTC can carry a connection but cannot, by itself, initiate one: before a direct channel exists, the
two browsers nust exchange connection descriptors (an offer and an answer, each containing session
paraneters and candi date network paths). Conventionally this exchange is brokered by a signaling
server —a live, always-on dependency, precisely the kind of rot risk a stanped artifact cannot
tolerate.

St anpchat renoves it by nmaking the user the broker. The initiating participant generates an invite
descriptor, which the application renders as a conpact text token. The user transmts this token to
their counterpart through any existing channel —a nessage, an enmmil, a spoken dictation. The
counterpart pastes it in, receives a reply token in return, and sends that back. Wth both descriptors
exchanged, the direct channel opens. To neke this a single round-trip rather than a continuous

negoti ation, candi date gathering is conpleted before a descriptor is emtted, so each descriptor is
sel f - cont ai ned

This manual step is deliberately retained as nore than a workaround. It is a consent nechanism a
connection can only arise fromtwo people who deliberately exchanged tokens. There is no directory
no di scoverability, and no inbox —and therefore no unsolicited contact and no spam A participant
comuni cates only with counterparts to whom they personally handed a token

4.4 Network address discovery and rel ay

To connect across distinct networks, each participant nust learn the public address at which they can
be reached. A device behind network address translati on cannot observe this address directly

St anpchat resolves it using STUN, a lightweight protocol in which a public server reflects the
requester’s observed address back to it. The STUN exchange is nonentary, occurs only during setup

and never carries conversation content; the server is absent fromthe data path entirely. For
resilience, the application is configured with independent public STUN servers and the field is user-
editable, so no single provider is |oad-bearing and any can be repl aced

A mnority of restrictive network configurations (symmetric or carrier-grade translation) adnmit no
direct path even with address discovery. These require a TURN relay, which forwards traffic between
participants. Because a relay is a persistent server, Stanpchat never enbeds one: the relay field
ships enpty, and a participant who requires one supplies it thenselves for a single session. The
permanent artifact thus references no relay; the dependency, when accepted, is the user’s tenporary
and i nforned choi ce




4.5 Encryption

WebRTC mandat es transport encryption. The data channel is secured with DILS, with keys negoti ated
directly between the two browsers during connection setup. No third party participates in the key
exchange. Consequently, every network elenent that carries the traffic —including, where used, a
STUN or TURN server —observes only ciphertext.

Confidentiality of nessage content does not depend on trusting any server, because no server is
positioned to read it.

4.6 Message nodel

Al'l comunication is expressed through a single abstraction: a typed envel ope of the form{ type, ...},
serialised and dispatched on receipt to a handler selected by its type. Text, reactions, typing
indicators, read receipts, presence announcenents, and file-transfer control nmessages are each one
envel ope type. This uniformty neans the nessage vocabul ary can be extended —a new nediumis one
sender, one handl er, and one renderer —without altering the transport.

4.7 Binary transfer

I mages and arbitrary files are transnitted as binary frames over the sane channel. A transfer is
announced with a netadata envel ope, then streaned as fixed-size chunks, each tagged with a transfer
identifier and sequence nunber, and reassenbled in order at the receiver. Transni ssion observes flow
control: when the channel’s outbound buffer grows beyond a threshold, sending pauses until it drains,
preventing |l arge transfers from overwhel mi ng the connection. Inmages are rendered inline; other files
are of fered for downl oad. A shared nessage identifier acconpani es each transfer so that reactions and
recei pts address the sane | ogical nessage on both sides.

4.8 Interaction |ayer

On top of plain text, the application provides reactions (one per participant per nessage,

repl aceabl e and renovable), live typing indication, read receipts, and presence with user-chosen
di spl ay names. Each is a control envel ope of negligible size; none requires storage or a server.
Toget her they provide the texture of a contenporary nmessenger while preserving the systenis

st at el essness.

5 Epheneral ity Model

Stanpchat’s privacy is obtained primarily through the absence of persistence. There is no server to
I og, no inbox to accunul ate, and no database to retain history. Al conversation state —nessages,

i mges, reactions —Ilives exclusively in browser nenory for the duration of the session. C osing or
refreshing the page destroys it conpletely; the destruction is not a deletion fromstorage but the

si npl e di sappearance of state that was never stored.

Two explicit controls extend this default:

® Burn. A single action w pes the conversation on both participants’ devices and tears down the
connection. It is a nutual, on-demand erasure: when one party ends a session, the other’s copy is
wi ped in the sane nonent.

Aut o-expire. A session may be configured at the outset to self-destruct after a chosen interval —
fromten mnutes to twenty-four hours —even if left open and unattended. The countdown is mirrored
to both participants, and both are w ped together when it el apses. This bounds the lifetime of a
conversation that the participants neglect to close, the one case that closing-on-exit does not
cover. The default lifetinme is the session itself. Nothing outlives the tab unless a participant

del i berately chooses, and even then only within the bounds they set.

6 Security and Privacy Mbdel

An honest system states precisely what it protects and what it does not.

6.1 What is protected

® Content confidentiality. Message content is end-to-end encrypted and readable only by the two
participants. No server, including any relay in use, is positioned to read it.

Absence of stored history. The application wites no conversation data anywhere. There is no
artifact for an adversary, an operator, or a |legal process to obtain, because none is produced.

Connection by consent. A session exists only because two parties deliberately exchanged
descriptors. There is no nechani sm by which an uninvited party can initiate contact.




.2 What is not protected

Met adata, when a relay is used. A TURN relay, though unable to read content, necessarily observes
that two endpoints conmuni cated, when, and how nuch. Direct connections expose no such
internediary; relayed sessions extend this limted trust to the relay’ s operator, which is why
relays are opt-in and user-chosen.

Endpoi nt capture. The application cannot govern the devices on which it runs. A participant may
screenshot a conversation, and an operating systemmay briefly cache a rendered inmage. This is true
of all nessaging software and |ies outside what any application can prevent. The precise claimis
therefore that the application retains nothing —not that no record can be nade by a participant.

Traffic analysis at the network layer. Wile content is encrypted, the existence and timng of a
connection may be observable to a network position that can see the participants’ traffic, as with
any real -ti me communi cati on.

The systemis posture is to claimonly what its architecture delivers. Content privacy is structural
and strong; the limts above are stated plainly rather than obscured.

7 Limtations

Connectivity is not universal. Direct peer-to-peer connection succeeds for nost network pairings
but is inpossible for some restrictive configurations without a relay. This is a property of
internet addressing, not a defect of the application; the relay field exists precisely for these
cases.

One-to-one by design. The manual -signaling nodel and the direct-connection topology are scoped to
two participants. Group communication is not addressed in this version.

Manual setup friction. Exchanging descriptors by hand is | ess convenient than automatic
introduction. This friction is the cost of requiring no signaling server, and is partially
mtigated by conpleting the exchange in a single round-trip.

8 Future D rections

Several extensions are consistent with the systenis constraints. A self-bootstrappi ng group node

woul d retain manual signaling only for a participant’s first connection; once joined, an existing
channel could relay the descriptors needed to introduce further participants, reducing setup from one
exchange per pair to one per joiner. The typed-envel ope nodel adnits new media —structured cards,

| ocation, voice notes —as additive nmessage types. Where the hosting context permits canera access,
code scanni ng coul d ease descriptor exchange between co-present devices, though it offers little to
renpte partici pants on desktop nmachi nes. Each of these sharpens the existing design without

introduci ng a permanent external dependency.

9 Concl usi on

St anpchat denonstrates that a conplete, nodern nessaging application can be nade pernmanent and
infrastructure-free at once. By stanping a self-contained artifact on Bitcoin, the tool becones
unprunabl e, i mutable, and ownerless. By connecting peers directly through user-brokered signaling
and encrypting end-to-end, the conversations require no server and | eave no trace. The privacy is not
a policy to be trusted but a consequence of an architecture that has nothing to retain and no one to
retain it. The application endures permanently; the conversations vanish conpletely.

That the two coexist in a single thirty-kilobyte file is the point.

A Techni cal Summary

Artifact Single self-contained HTM. file (~30 KB), zero external dependencies
Di stribution St anped pernmanently on Bitcoin (unprunabl e)

Transport WebRTC RTCDat aChannel (reliable, ordered)

Topol ogy Di rect peer-to-peer, one-to-one

Si gnal i ng Manual descriptor exchange; single round-trip (non-trickle |CE)

NAT traversal STUN (redundant, editable); optional user-supplied TURN




Encryption DTLS, keys negoti ated peer-to-peer
St or age None; conversation state in nmenory only
Erasure Cl ose/refresh; nutual burn; nutual tined auto-expire

Account s None; user-chosen di splay nanme per session

Medi a Text, images (inline), arbitrary files (chunked, flow controll ed)

Stanpchat is offered as descri bed. Peer-to-peer connectivity depends on network conditions and is not
guaranteed for every pairing. Content confidentiality is provided by WbRTC s nmandatory transport encryption;
users shoul d understand the nmetadata and endpoint considerations in Section 6 before relying on the system for
sensitive communi cation.




